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DISASTER RECOVERY (DR):
SOMETHING EVERYBODY NEEDS,
BUTNEVER WANTS TO USE
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DR vs. Backup/Restore

A Disaster Recovery is not

the same as
backup/restore

. A DR (within a BCP) deals
| with technical and non

technical aspects of

bringing back
functionality

A Backup/restore is largely
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SMB DR Preparedness Survey Results

A 82% report satisfaction with their DR plans
A 84% report IT systems are protected to some extent

A Average SMB experienced 3 outages in past 12
months due to human, power, and natural causes

A 47% report no plan to handle such disruptions
A Only 1 in 5 do daily backups

A 40% execute backups monthly or less often!
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A Protect yourcontent

A Speak &ommonlanguage
A CoverSharePoint
AYouO | yi&itialone!

A Track youcchanges

A Constantlybe testing
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Your Content Contentisking.
Protect your king.

SharePoint

Platform and
Solutions

1S, RBS Providers,
Various Services

Windows OS, SQL Server

Server Hardware, Switches, Hardware
Load Balancers, SAN

ProtectingContent Architectural Hierarchy
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Web Applications Service Applications
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Speaking &ommonlLanguage
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ADRPlad A& |y |O1y2sf SRISR
foreign language infrequently used by IT professionals

A Common terms are the starting point for successful
DR planning, implementation, and measurement
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DR Plans Begin With Targets

A DR is driven by business owners and stakeholders as
part of a larger strategy

ACKS dzZf GAYFOGS YSFadaNs 27F |
whether or not it hits businessupplied targets

A Targets + Costs + Resources = Constraints

A DR targets and plans are described in DR terms
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RPO
A Thefull term iséRecoveryt 2 Ay i ho2SOUA QDS é§

A measured in time

A Describes maximurmmount of acceptable data loss

RPO “looks backwards” RPO = 24 hours

timeline DISASTER
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RTO

A The full term isiRecovery¢ A YS ho2SOUA OS¢E
A Also measured in time

A Describes maximum amount tine that can be taken to
restore a system or functionality

RTO = 36 hours RTO “looks forward”

past

DISASTER timeline
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Web Front End; APP, SQL

A Defines the granularity or
depth of data that must be .
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A Deeper RLOs translate into £ %
greater complexity & cost W

A ¥

A RLO is moref a Microsoft
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Recovery Targets

A Rather than RLO, think in
terms of recovery targets

A Areas to be recovered are

typically ordered or tiered —
to prioritize recovery ops | el
A Business critical Tier Bl

A Important
A Lower priority
A Recovery priorities driven
by business based on $$$

wBilling and Payroll
Tier W\ wlimesensitive inventory
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CoverSharePoint: Tools and Technigues

A Whatdo they cover?

AWhatR2y Qi GKSé& 02 3dSNK
A Granularity

A How are they used?

A Viability (with given RPO & RTO targets)
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Commonly Available Tools (OOTB)

A SharePoint Designer
A SharePoint Workspace

A Central Administration
backup/restore

A Command lindackupand
restore (STSADM/PowerShe

A SQL Server database backu




SharePoint Designer

4 “ AThel RY Mngh@sis
\a i A What can it cover?
er A Structural migration
A A Site template creation
A Content migration
A Best case: end user

N - contentprotection
Migration support removed
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SharePoint Workspace

Syncing the site '"McDonough Pictures’ to your computer

SharePoint Workspace is creating a local cached copy of your SharePoint site that wil
automatically sync with the site. This allows you to access your SharePoint content even
when you are offine,

Learn more about what you can do with a SharePoint workspace

Progress

Completed
Completed
Completed
Completed
Completed
Completed

Mot yet started

mmSynaing 377 items (33%) |

orkspace Cancel Sync ] | Close

A What can it cover?
A Lists and Libraries

A Provides synchronization anc
replication for offline use

A Like SharePoint Designer in
use-case scenarios

A Builds user confidence
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Central AdministratiolBBackup/Restore

-

Central Administration

Xv Central Administration

Home Operations Application Management

Administrator Tasks

\

A What can it cover?
A Farm
A Services & Service apps
A Web applications

A Use case: oneff backup
and restore operations

A Remember, content is king
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Central AdministratiorBackup/Reéfdre '

A Site collection backups

_— A Unattached DB recovery
58 Central Administration A no more recovery farms
. A Granular export support
el YT Ato the list level

Manage service applice
Monitoring

5 — A Still no scheduling buiin
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Command.ineBackup/Restore:
STSADM
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A What can it cover?
SESSR———— A\ 2.1
UoTimg Sorial Number iz BCAT 2 A Services & service apy
e AWeb applications

Jolume Serial Mumber iz BC43-28FF
494,424 STSADM.EHE

14-608 STSCPG. EXE A Qi -

A Site collections
1,915,184 STSWEL.DLL

3.515,.7%67 hytes

B Dircss 49,685.963.776 bytes free A Use case: regL”arly
scheduledbackups

Directory of C::\Program FilessCommon Files“Microsoft




.l"

/ Sean P. McDonough

Command Line Backup/Restore:
PowerShell

2. ; ‘%/ ‘Y-x % Savmg SharePoint
: . ¢

ASTSADM G A f f & dzLJ

rd
sepssAdministrator? get—spsite | format—list A I rObany On ItS Way Out
ApplicationRightsMask : FullMask
D

: dastis A PowerShell is the future

: FullMask
H alse

for administration

A SP201@mdletsmake
admin operations easier

A Powerful, objectbased
A Generally more efficient
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SQL Server Database Backups

A Whatcanit cover?
A (Content)databases

288 server a0 A Great complement to other
Management Studio backup techniques

A Use case: scheduled backups
for largerfarms

_ ) A Support for SQL snapshots
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AlternativeTools and Techniques

A Remember: backup/restoris just one way of
addressing business continuity requirements

A Other common approaches
A Use of virtual machines
A Highavailability within a farm
A Highavailability(multiple farms)

A Third-party tools and solutions
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Virtual Machine Snapshots & Clones

A Virtual machine snapshots
A Not a DR solution

A 2dz Oy dza$ +a
A How manyfarm members?

A Are the farm members running
or down when cloned?

A Are the farm members cloned
at the same time?

A Remember: consistency is key!
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HighAvailablilityOptions (withinfarm)
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A SQL Server Clustering

A Two or more physical servers
present as a single virtual server

A Failure of one node results in
other node(s) taking over

A Load Balancing

A Web requests are balanced
between two or more WFES

A Failed WFEs stop receiving web
requests
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A Database Mirroring

A SQL DBata is synchronized
between PROD and DR

A Transaction Log Shipping

A SQL transaction logs are copied
from PROD to DR regularly

A In the case of PROD outage, steps
are taken to bring th®R farm
online and redirect traffic to it.

PROD
FARM

DR

FARM | A SharePoint 2010 is mirrorirgvare
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Third-Party Tools
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A. AvePoint
O

- com mvau|t=
l d E r a.. solving forward

Microsoft

QUEST
SOFTWARE

’ symantec.
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A Each tool has different
strengths and
weaknesses

A Canthey do everything?

A Howlow (into your farm)
can they go?

v

A



http://tinyurl.com/SPDRProducts2010
http://tinyurl.com/SPDRProducts2010
http://tinyurl.com/SPDRProducts2010

-y " ‘_W,/.
N w2 \/

i

g Saving SharePoint

Sean P. McDonough

The RPO AndTO Continuum
A Every solution has a different RPO & RTO footprint

days/ A
weeks
T
Increasing
RTO
FARM RESTORE
e Warm standby farm
¢ Restore from frequently
taken SQL backups
real-time
failover -

zero loss Increasing RPO - —» davys/weeks



